ITamsiTka Mo 0€30MACHOCTH B HHTEPHeTe

C KaxIpIM TOAOM MOJIOJIC)KM B MHTEPHETE CTAHOBUTHCS OOJIbINIE, a IIKOJIbHUKHU
OIHM M3 CaMbIX AaKTUBHBIX IIOJb30Baresnerd PyHera. Mexay TeM, ITOMHMO
OTPOMHOTO KOJIMYE€CTBA BO3MOKHOCTEH, HWHTEPHET HECEeT M TMpoOJieMbl. ITa
ImaMsITKa JOJDKHA OMOYbL TeOe 0e30MacHO HaXOAUThCS B CETH.

Komnbiotepuble BuHpycbl. KOMIBIOTEpHBIH BHUPYC — OTO Pa3HOBUJIHOCTH
KOMITBIOTEPHBIX MPOTPAMM, OTIUYUTEIBHOH OCOOCHHOCTHIO KOTOPOH SIBISETCS
CIIOCOOHOCTh K Pa3MHOXEHHUI0. B 0moIHEHNE K 9TOMY, BUPYCHI MOTYT TTOBPEIUTH
WIM TIOJHOCTBIO YHUYTOXHUTH Bce (ailibl W JaHHBIE, MOJAKOHTPOJIbHBIE
[0JIb30BATENI0, OT UMEHU KOTOPOro OblIa 3alylleHa 3apak€HHas mporpaMma, a
TaKKe€ MOBPEIUTh WM JaXXKEe YHUUYTOXHUTH OINEPALUOHHYIO CHUCTEMY CO BCEMHU
daiinamu B ueiaoM. B OOIBIIMHCTBE Ciy4yaeB pacHpOCTPaHSIOTCS BUPYCHI depes
UHTEPHET.

MeTO)II)I 3alIUThI OT BPEAOHOCHBIX IIporpamMm:

o Hcnonb3yll COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbEZHBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM;

o IlocTossHHO ycTaHaBnuBail mautu (UMQPPOBBIE 3aIJIATKH, KOTOPHIC
ABTOMATHUYECKH YCTAHABIMBAIOTCA C LEJIbI0 JOpPaOTKM MpPOrpaMmbl) HU
JIpyrue OOHOBJICHMS CBOEH OINepaliMoHHOM cucTeMbl. CKkauynuBail UX TOJIBKO C
opurmanpHoro canrta pazpaborumka OC. Ecnu cymectByer pexum
ABTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

o Paboraii Ha cBoeM KOMIBIOTEpE IMOJ MpaBaMH MOJb30BATENsA, a HE
aJMMHHUCTpATOpa. JTO HE MO3BOJUT OONBIIMHCTBY BPEIOHOCHBIX MPOTPaMM
WHCTAJJIMPOBATHCS HA TBOEM NIEPCOHATBHOM KOMITBIOTEPE;

o Hcnonp3yli  aHTUBHPYCHBIE  NPOTPAMMHBIE  MPOJYKTHI  M3BECTHBIX
IPOU3BOAUTENEH, C aBTOMAaTHUECKUM OOHOBJICHHEM 0a3;

o Orpannub GU3NYECKUIA TOCTY K KOMIBIOTEPY JIJIsi TOCTOPOHHUX JIUII;

o Hcnonb3y#t BHELTHUE HOCUTENIN UHPOPMALIUKU, TAKUE KaK (IIeIKa, TUCK WIIN
(aiin U3 UHTEPHETA, TOJNIBKO U3 MPO(PEPEHHBIX HCTOYHHUKOB;

« He otkpeiBaii kKoMmbrOTEpHBIC (ailyibl, MOTYYEHHBIE U3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpBIC MpHUCTAT TBOW 3HAKOMBIN. Jlyudiie
YTOUYHU y HETO, OTIIPABJISI JIU OH TE€OE MX.

Cern WI-FI. Wi-Fi - 510 He BuJI mepenayd JaHHBIX, HE TEXHOJOIHS, a BCETO
aumb  Opena, wmapka. Eme B 1991 romy Huaepnanackas KOMITaHUS
3apeructpupoBana 6pernn « WECAy», uto ob6o3navano cinoBocoyetanue «Wireless
Fidelity», koTopblii TepeBOIUTCA Kak «OecnpoBOAHAs TOYHOCTH». Jlo Haiero
BpPEMEHH JI0IILIA Jpyrasi ab0peBuaTypa, KOTopast sIBISIETCSl TAKOU K€ TEXHOJIOTHEH.
Drto abopeuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO ¢ HAMEKOM Ha CTaHIApT
BhICIIUM 3BYKOBOM TexHuku Hi-Fi, uTo B mepeBoae o3HayaeT «BBICOKAs
TOYHOCTHY». Jla, OecriaTHbI WMHTEPHET-IOCTYyN B Kade, OTeNsIX M a’pornoprax



SIBJISIETCSL OTJIMYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOIrMe 3KCIepThI
CUYUTAIOT, uTO obmenoctynHbie Wi-Fi ceTu He SIBISIOTCS O€30MacHBIMH.

CoBeTbl 110 6€30MACHOCTH PadoTe B 001Ie10CTYNHBIX ceTsax Wi-fi:

« He nepenasaii cBoro juuHyio nHpOpManuo yepes odmieaocTymubie Wi-Fi
cetu. Paborast B HUX, JKeJaTeIbHO HE BBOJAUTDH MAPOJIU JOCTYIA, JTOTUHBI U
KaKHe-TO HOMEpa;

o Hcnonp3yit u OOHOBJISIM aHTUBHPYCHBIE IpOrpamMMbl U OpaHaMmayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKU BUPYycCa Ha TBOE YCTPOMCTBO;

o Ilpu ucnonwszoBanun Wi-Fi otkimoun ¢pyHkuuo «O0mumii goctyn K Qaitiam
u npuHTepam». JlaHHas (QYHKIUS 3aKphiTa MO YMOJYAHUIO, OJHAKO
HEKOTOpbIE TMOJIb30BATEIN aKTUBUPYIOT €€ JUIsl yI00CTBA MCIIONIb30BaHUS B
pabote unu yueode;

o« He wucnomp3yit nybmuuneiii WI-FI mis nmepemaum JUYHBIX  JaHHBIX,
HaAMpUMED JJIs1 BBIXOa B COLIMAIIbHBIE CETH WU B AJIEKTPOHHYIO MOYTY;

o Hnonw3y# Tonpko 3ammuieHHoe coequnenne yepes HTTPS, a ue HTTP, T.e.
pu Habope BeO-aapeca BBOAU UMEHHO «https://»;

« B moOwisHOM Tenedone oTkmoun ¢yHknutoo «llogkmrouenne k Wi-Fi
aBTOMatudeckuw». He  gomyckail  aBTOMAaTHYECKOro  IMOAKIIOUCHHS
ycTpoiicTBa K cetsim Wi-Fi 0e3 TBoero cormacus.

Conuanbubie cetu. ColManbHBIE CETH aKTUBHO BXOJIAT B HAITy >KU3Hb, MHOTHE
01U paboTalOT M KUBYT TaM TOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH
MIITHAP]] YEJIOBEK, YTO SBIACTCA OIHOW CEIbMOM BCEX JKUTENCH TIUIaHETHI.
MHorHe MoNb30BaTeINM HE MOHUMAIOT, 4YTO HH(OpMAIUs, pa3MelicHHas UMHU B
COIMAIIBHBIX CETSIX, MOXKET OBbITh HalJleHA W HWCIIOJIb30BaHA KEM YTOJHO, B TOM
qrclie He 0053aTebHO C OJaruMy HaMEPEeHUSIMHU.

OcHoOBHbBIE COBETHI 10 0€30MACHOCTH B COIMAJIbHBIX CEeTAX:

o OrpaHuyb CIUCOK Apy3eh. Y TeOs B APY3bsiX HE JOKHO OBITH CIIyYalHBIX U
HE3HAKOMBIX JIFOJIEH;

o 3amuinai cBOI 4YacTHYIO *ku3Hb. He ykaspiBail mapomu, Tenedonsl, aapeca,
JaTy ~ TBOETO  POXIEHUS W JPYyryl0o  JUYHYI0  uH()OpmaIwmio.
3110yMBIIUIEHHUKHA MOTYT MCIIOJIb30BaTh Jake MHPOPMALIMIO O TOM, KaK ThI
Y TBOU POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

o 3amminail CBOI PEMyTaLMIO - AEPKU €€ B YUCTOTE U 3aJaBail cedbe BOIpoc:
XO0TeJ OblI Thl, UTOOBI JPYTUE IMOJIH30BATEIN BUICIH, YTO ThI 3arpyskaeuib?
[Togymaii, mpesxjie 4em 4To-TO OImyOJUKOBaTh, HAIIUCATh U 3arPy3UTh;

o Ecnu TBI roBOpUIIb C JIFOJbMHU, KOTOPBIX HE 3HACIIb, HE HCIOJIB3YH CBOE
peanbHOEe UMS U JAPYTYIO JUYHYI0O HUH(QOpMAIMU: UM, MECTO KHUTEIIbCTBA,
MECTO Y4eObl U Mpoyee;

o MW30eraii pazmemienus gororpaduit B HTepHeTe, re Thl MU300pa’KeH Ha
MECTHOCTH, 110 KOTOPOU MOHO ONIPEAEIUTH TBOE MECTOMOJIOKEHUE;



« Ilpu peructpanuu B couuaibHONU CETH HEOOXOIUMO HCIIOIb30BaTh CIIOKHBIE
[apoJIx, COCTOSLINE U3 OYKB U IM(P U C KOJUYECTBOM 3HAKOB HE MEHEE §;

o Jlng conmanbHON CETH, MOYTHI U APYTUX CAUTOB HEOOXOIUMO HUCIIOIb30BATh
pasHble napoiu. Toraa eciu T€6s B3J0MAIOT, TO 3JI0YMBIIIJIEHHUKH 11OTy4at
JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JAeHbIHW. OJEKTPOHHBIE JE€HBIM — 3TO OYEHb YJOOHBIN crocod
IUIATEXKEW, OJHAKO CYUIECTBYIOT MOIIEHHHKH, KOTOPbIE XOTSAT MOJYYUTh 3TH
JEHbIU. JJEKTPOHHBIE JE€HBIU MOSBUIUCH COBCEM HEJITABHO U UMEHHO M3-3a 3TOTO
BO MHOTHX T'OCYyAapCTBax 0 CHX IIOpP HE MPOMKCAHO MPO HUX B 3akoHax. B Poccun
e OHU (DYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJI€ UX Pa3JesIioT Ha
HECKOJIbKO BHJOB — AaHOHMMHBIE M HE aHOHUMHBIE. Pa3Huma B TOM, YTO
aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peuiaercss MNPOBOJUTH oOlepanuu 0e3
UCHTU(DUKAIIMY T10JIb30BATENS, & B HEAHOHUMHBIX UACHTU(UKALMY 0Ib30BaTENs
aBIsieTcsl o0s3arenbHOM. Takxke cienyeT pas3inyaTh 3JIEKTPOHHbIE (DUATHBIE
JeHbI'U (PaBHBI TOCY/APCTBEHHBIM BaIOTaM) U AJIEKTPOHHbIE He(UaTHBIEC ACHBIU
(He paBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHOBHbBIE COBETHI 10 0e30NaCHOI padoTe ¢ IJIEKTPOHHBIMHU ACHbIAMU:

o [lpuBsxu Kk cuery MOOUIBHBIN TeneoH. DTO camblil yOOHBIA U OBICTPHIN
croco0 BOCCTaHOBHUTH JOCTYN K cueTy. [IpuBs3aHHBIN TenedoH MOMOXKET,
ecid 3a0yzAellb CBOM IUIATEXHBIM Mapojib WIM 3aiellb Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

o MHcnonb3yli opHopa3oBble maponu. Ilocne mnepexoma Ha YCUIEHHYIO
aBToOpH3alMi0 TeOe yKe He OyAeT yrpokarb OMNACHOCTh KpaXu WU
nepexsara IUIaTeXHOT0 NapoJis;

o BriGepu cnoxusii mapons. IlpecrymHukam Oyner He NPOCTO yrauarb
CJI0KHBIM Taposb. HanexxHele mapoiayu — 3TO Iapoiu, KOTOpbIE COAepKaT
HE MEHee 8 3HAKOB M BKIIOYAIOT B ceOsl CTPOYHBIC U MPOMHCHBIE OYKBHI,
mudpel ¥ HECKOJBKO CHUMBOJIOB, Takh€ Kak 3HaK Josuiapa, (QyHTa,
BOCKJIUIIATEIbHBIN 3HaK U T.I. Hanpumep, $tROng!;;

« He BBOaUM CBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPBIM HE JOBEPSCILIb.

DJIeKTPOHHAsI MOYTA.  OJEKTPOHHAs IMoYTa — JTO TEXHOJOTUS U
NPEAOCTAaBIsIEMbIE €H0 YCIYTM [0 TMEPEChUIKE U TMOJYYEHUIO 3JIEKTPOHHBIX
COOOIIeHUH, KOTOpbIE pacHpeNesstoTcs B KOMIBIOTEpHOH ceTh. (OOBIYHO
AJEKTPOHHBIA  TIOYTOBBIM  SAIMMMUK  BBIJIAAUT  CIAEAYIOIUM  00pa3oMm:
UMS_TIOJIB30BATEISI(@UMS_JIOMEHA. Takke KpoMe IMepefadyd IMPOCTOro TEKCTa,
UMEETCSI BO3MOXXHOCTh TIEpe1aBaTh (Pailiibl.

OcHoBHbBIE COBETHI 10 0e30NMacHoii padoTe ¢ IJIEKTPOHHOM MOYTOI:

« Hamo BwIOpaTh mnpaBWIBHBIA TIOYTOBBIM cepBUC. B uWHTEpHETE ecTh
OTPOMHBIA BBIOOpD OECIUIATHBIX TMOYTOBBIX CEPBUCOB, OJHAKO JIydIlle
JIOBEPATH TEM, KOT'O 3HACLIb U KTO NMEPBBIA B PEUTHHTE;



o He yxa3piBaii B tuuHOM mouTe JuuHyto uHpopManuwo. Hampumep, mydine
BbIOpATh «My3bIKaIbHBIN _(paHat@» unu «pok2013» BmecTo «Ttemal3»;

o Hcnonp3yl IBYX3TalHYIO aBTOPU3ALMIO. ITO KOTIa TOMUMO NApOJIsl HY>KHO
BBOJIUTH KOJ, TPUCKHLIaeMblid o SMS;

o BriOepu cioxHblil naposb. st KaXXK0ro MouTOBOTO AIIMKA JOJIKEH OBITh
CBOM HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1APOJIb;

o Ecam ectp BO3MOXKHOCTH HalKMCaThb CaMOMYy CBOW JIMYHBIM BOIPOC,
VICIIOJIb3YH 3TY BO3MOXHOCTB;

o MHcnonb3ylh HECKOJIBKO TIOYTOBBIX AIIMKOB. IlepBbli 1 4YacTHOMU
MEPENUCKU C aApecaTamMu, KOTOPBIM Thl JIOBEPSEHIb. DTO SJIEKTPOHHBIN
aJpec He HaJI0 UCTIOJIh30BaTh MPU PETUCTPAIH Ha PopyMax U calTax;

o He otkpbiBail ¢aiinel U apyrue BIOKEHUS B MUCbMAax JlaXe €Cld OHHU
OPUIIUIK OT TBOUX Apy3el. Jlydiie yTouHu y HUX, OTHPABIISUIM JIU OHU TeOe
9T (aibl;

o Ilocne oxonHwyaHusi paOOThl HA TOYTOBOM CEpPBUCE TEPEN 3aKPHITUEM
BKJIQJIKK C CAiTOM He 3a0y/1b HaXKaTh Ha «BBIATHY.

KubGepOyisimHr wim BHUPTyajibHOEe H3AeBaTeJbcTBO. KubepOymmunr —
npecieioBaHue  COOOIICHUAMH, COJACPXKALUIUMH  OCKOpPOJIEHUS, arpecculo,
3alyruBaHue; XYJIUTaHCTBO, COIMalIbHOE OOWKOTHPOBAaHHUE C  MOMOIIBIO
Pa3INYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBeTHI 10 00pbOe ¢ KNOepOYIJIMHIOM:

o He Opocaiica B 60ii. JIyumuii crioco0: MOCOBETOBAThCS Kak ceOsi BECTH W,
€CJIM HET TOTr0, K KOMY MOKHO OOpaTHThCs, TO BHayajie yCHoKouThes. Eciu
Thl HAYHEIIb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOPOJIEHUS, TO TOJIbKO €IIe
O0JIbIIIe Pa30KKEITh KOH(IUKT;

o YmpaBnusii cBoel KuOeppemyTauuen;

o AHOHHUMHOCTH B ceTH MHMMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

o« He croutr Bectu Xynuranckuii oOpa3 BHUPTYaJIbHOM >Ku3HU. WHTEpHET
(uKcHpyeT Bce TBOM JIEUCTBUS U COXpaHSET UX. Y IaluTh UX OyJeT KpaiiHe
3aTpyAHUTEINBHO;

o CoOmronait cBOM BUPTYAIBHYIO YECTh CMOJIONY;

o MUrnopupyit enuHuuHblii HeratuB. (OJHOpPa30BblE  OCKOPOUTENbHBIE
cooO1eHust mydiie UrHopupoBatb. OOBIYHO arpeccusi MpeKpamaercs Ha
Ha4vaJbHOM CTaJ UM,

o ban arpeccopa. B mporpamMmmax oOMeHa MIrHOBEHHBIMH COOOIICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOMXHOCTh OJIOKUPOBKH OTIPABKH COOOUIEHUH C
OIIPEEIICHHBIX aIPECOB;

o Ecau tb1 cBUnerens kubOepOysuinHra. TBOW NEWCTBUS: BBICTYNHUTH NMPOTUB
npecienoBaTens, II0Ka3aTb €My, 4YTO €ro JCWCTBUS OLICHHBAKOTCS
HEraTUBHO, TIOJJEPKATh JKEPTBY, KOTOPOM HYyXHa ICHXOJIOTMYECKas
MOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBEJCHUS B CETH.



Moouabnbiii Tesiegon. CoBpeMeHHbIE CMapT(hOHBI M IUIAHIIETHI COAECPXKAT B
cebe BITOJIHE B3pOCHBIM (DYHKIIMOHAT, U TEMEepb OHU MOTYT KOHKYPHUPOBATh CO
CTallMOHAPHBIMU KOMITbIoTepaMu. OJHAKO, CPEICTB 3allUThl sl MOJOOHBIX
YCTPOMCTB IIOKa OYE€Hb MaJIO. TeCTUPOBAaHHE M TOUCK YSI3BUMOCTEM B HHUX
IPOUCXOJUT HE Tak HMHTeHCUBHO, Kak i IIK, To ke camoe kacaercs u
MOOWIBHBIX  TpuioxkeHud. CoBpeMEHHbIe  MOOWIBHBIE  Opay3epbl  yxke
MIPAKTUYECKUA JTOTHAIM HACTOJBHBIC aHAJIOTH, OJTHAKO pacimupeHue (yHKIHOHAIa
BJICYET 3a COOOW OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3alllMIIEHHOCTh. Jlaneko He
BCE TMPOU3BOJUTENN BBIMYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTHUUECKHUE
YSA3BUMOCTH JUJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBeTHI 1151 0€30MaCHOCTH MOOWJIBHOTIO TesiedoHa:

o Huuero He sBnsAeTCS Mo-HacTosiuieMy OecriaTHbIM. Byb ocTOpOXEH, Bellb
Korja tebe mpeanaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAaKHEe-TO TUIaTHBIE YCIIYTH;

o Mymaii, npexne uem otnpaButb SMS, poTo unu Buaeo. Tol TOUHO 3HACIID,
r7e OHu OyyT B KOHEYHOM UTOTE?

o Heo6xomuMo 0GHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(doHa;

o Hcnonb3yit aHTUBHUPYCHBIE IPOTPAMMBI JIJIs1 MOOMIIBHBIX TEIE(POHOB;

« He 3arpyxaii npuioXeHus: OT HEU3BECTHOTO MCTOYHUKA, BEJb OHH MOTYT
COJIEpKaTh BPETOHOCHOE MPOrpaMMHOE 00eCIieueHue;

o [Ilocne Toro kak Tkl BBIJIECIIb C CaliTa, TJIe€ BBOJAWI JIMYHYIO MH(OPMAIHUIO,
3aiii B HACTpoIku Opay3epa U yaanu cookies;

o Ilepunonnuecku npoBepsiii Kakue IUIATHBIE YCIYTM aKTUBHPOBAHbI HA TBOEM
HOMEDE;

o JlaBaii cBOll HOMEp MOOMJIBHOTO TeleOHA TOJBKO JIOASM, KOTOPBIX ThI
3HAelllb U KOMY JIOBEpSEIIb;

o Bluetooth momkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yembcs. He
3a0bIBail HHOT' 1A IPOBEPSTH 3TO.

Online urpel. CoBpeMEHHbBIE OHJIAWH-UTPBl — 3TO KPACOUHBIE, 3aXBaThIBAIOIINE
pa3BiieyeHusl, OOBEIUHSIOIINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Mrpoku
UCCIIEYIOT JTaHHBIM UM MHp, OOLIAIOTCS APYT C APYTOM, BBIIOJHSIOT 3aJaHus,
CpPa)KaloTCs C MOHCTpAaMH U MOJY4arOT OMNBIT. 3a YAOBOJBCTBHE OHM ILIATAT:
MOKYIAIT JUCK, OTUIAYMBAIOT AOOHEMEHT WJIM MPUOOPETAIOT Kakue-To oniuu. Bee
3TU CpEeACTBAa WIAYT Ha TMOAJACPNKAHUE W paA3BUTUE WIPbI, a TAKKE Ha CaMmy
0€30MaCHOCTh: COBEPIIECHCTBYIOTCSI CUCTEMbI aBTOPU3ALMH, BBITYCKAIOTCS HOBbBIE
naT4yu (LUQpPOBbIE 3aIMIATKH JJIS1 POTpaMM), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1momo0HBIX Urpax CTOUT OIAcaTbCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)kl TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPU3aluU OOJIbIINHCTBA
urp.

OcHoBHBIE COBETHI 110 0€30IIACHOCTH TBOET0 HI'POBOIo akKKayHTa:



o Ecmu npyroit urpok BeaeT ceOs IJIOXO WM CO37aeT TeOe HEeMpPUITHOCTH,
3a0JIOKMPYH €r0 B CIIUCKE UTPOKOB,;

o [loxamyiica agMUHHCTpAaTOpaM WMIPhl HA IUIOXO€ NMOBEACHHE ITOTO MIPOKA,
YKEJIaTENbHO ITPUJIOKUTh KaKHUe-TO JJ0KA3aTeIbCTBA B BUAE CKPUHOB;

o He ykaspiBait tnunyo nHdoOpMaluo B podaiisie urphi;

o YBaxal IpyIuX YYaCTHUKOB II0 UIPE;

o He ycranaBnuBaii HeoduImaabHbIC MATIYN U MOJIBI;

o Hcnonb3yll C0KHBIE U pa3HbIE NapOJIu;

o Jlaxke BO BpeMs UIPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [loKa ThI uUrpaeip,
TBOW KOMIIBIOTEP MOTYT 3apA3UTh.

OUIIMHT WM KPaXKa JUYHBIX JaHHbIX. OOBIYHON Kpakeil JeHer U TOKYMEHTOB
CeroAHs YK€ HUKOro He yAuBHflllb, HO C Pa3BUTHEM HHTEPHET-TEXHOJIOTHH
3JIOYMBIIUICHHUKN IIEPEMECTUIINCh B HMHTEPHET, W NPOJOJDKAIOT 3aHUMAThCA
«1o0uMbIM» esioM. Tak mosiBUiIach HOBasi yrpo3a: MHTEPHET-MOILLIEHHUYECTBA
WA (UIIKHT, TJIaBHAS 11eJIb KOTOPOTO COCTOUT B MOJTYYEHUH KOH(UICHIINATBHBIX
JaHHBIX TOJb30BaTeNIell — JIOTMHOB U maposieid. Ha anrmmiickom si3pike phishing
yuTaeTcs kak puiuuHr (ot fishing — pei6Has noBis, password — mapouib).

OcHoBHbBIE cOBeTHI 10 00pbL0e ¢ GPUIIMHIOM:

o Crnemnm 3a cBOMM akkayHTOM. Ecim Tl TO0O3peBaciib, 4TO TBOS aHKETa
OblTa B3JOMaHa, TO HEOOXOAMMO 3a0JOKHPOBAaTb €€ U COOOUIUTH
aJIMMHHCTpATOpaM pecypca 00 3TOM Kak MOKHO CKOpee;

o MHcnonn3yit 6e3onacHbie BeO-CaliThl, B TOM 4YHCJIE€, HUHTEPHET-MAara3uHoB U
TIOUCKOBBIX CHUCTEM;

o MUcnonw3y#t cioxHbie W pa3Hbie Mmaponu. Takum oOpazom, ecim TeOs
B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH TOJIyYaT IOCTYT TOJBKO K OJJHOMY TBOEMY
npod U0 B CETH, a HE KO BCEM;

o« Ecimu Tebs B3momanu, TO HEOOXOAMMO NPEIyNpPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 100aBlieHbl y TeOs B JAPY3bsiX, O TOM, 4YTO TeOs
B3JIOMAJIM U, BO3MOXHO, OT TBOEr0 MMEHHU OyJeT pacchUiaThCs cliaM U
CCBUJIKU Ha (PUIIIMHTOBBIE CANTHI;

o YcranoBu HajexHBIN mapoiib (PIN) Ha MOOMIBHBIN TenedoH;

o OTKIIOUM COXpaHEHHE Mapoiisd B Opaysepe;

o He otkpbiBail (aiinel W Opyrue BIOKEHUS B MUCbMAaxX JlaXKe €ClIM OHHU
IPUIIUIA OT TBOUX Apy3ei. Jlyuine yTouHu y HUX, OTIPABIISIIN JIU OHU TeOe
9TH (HaiIIbL;

HudpoBas penyramusi. IludpoBas penyramus - 5TO HEraTHMBHAs WIH
No3UTUBHAsT HHpopMauus B cetu o TeOe. Kommpomerupytomas uHbopmaims
pa3MelleHHas B MHTEPHETE MOJKET CEpPbE3HbIM 00pa3oM OTPA3UThCA Ha TBOEU
peanpHOM >km3HU. «lludpoBas pemyranmus» - 3TO TBOM UMUK, KOTOPBIHA
dbopmupyercss u3 uHpopmanuu o Ted0e B MHTEpHETe. TBOE MECTO KUTEIbCTBA,
y4eObl, TBO€ (PMHAHCOBOE MOJOKEHHE, OCOOCHHOCTU XapaKTepa M paccKasbl O



OJIM3KUX — BCE 3TO HAKaIUIMBaeTcs B CeTH. MHOTUE MOAPOCTKH JIETKOMBICIEHHO
OTHOCATCS K NyOnuKauuu JM4YHOM uHpopMmauuu B VHTepHere, He NOHUMAs
BO3MOXXHBIX TOCJIEACTBUMA. Thl Jaxxe HE CMOXEUlb AO0rajarbCsi O TOM, YTO
dboTorpadus, pazMeneHHas 5 JIeT Ha3ajl, cTajga IPUIMHON OTKa3a MPUHATH TeOs Ha
pabory. KommeHnTapuu, paszmenieHue TBoux ¢ororpaduii u apyrue IeHCTBUS
MOTYT HE UCYE3HYTh JaK€ MOCJIE TOr0, KaK Thl MX yAAJIHIIb. Thl HE 3HACIIb, KTO
COXpaHMJ 3Ty HUHPOpPMAIMIO, IMOMaja JU OHAa B IOUCKOBBIE CHCTEMBI U
COXpaHMUJIACh JIM OHA, a IJIABHOE: YTO MOAYMAalT O TeOE OKpy’Karollee JIIOJH,
KOTOpbIE HAWAYT U YBUIAT 3T0. HaliTu uHpopMannio MHOTO JIET CITyCTS CMOXET
0001 — Kak U3 A0OPBIX MOOYXKACHHI, TAK U C HAMEPEHUEM TPUUYUHHUTH Bpea. ITO
MOKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aIUTe HU(PPOBOM penyTauuu:

o Ilomgymaii, mpexzae 4em 4TO-TO MyOJIMKOBATh M TIEpenaBath y ce0s B Omore
WIH B COLIUATILHOM CETH;

o B mnactpoiikax npoduis ycTaHOBM OIrpaHMYEHHUST Ha MPOCMOTP TBOETO
npO(HIIA U €ro COAEPKUMOTO, CACIIAN €T0 TOIBKO «IJIS IPYy3ei»;

o He pasmemniaii 1 He yka3biBail mH(pOpMaIMIO, KOTOpas MOXET KOro-inbo
OCKOPOJISITH MJIM OOMXKATh.

ABTOpckoe mpaBo. CoBpeMEHHbIC IIKOJIBHUKH— aKTHUBHBIC IOJIb30BATEIIH
nugpoBoro npoctpaHcTBa. OJHAKO [NajJ€KO HE BCE 3HAKOT, YTO IMOJb30BAHHE
MHOTUMH BO3MOXKHOCTSIMUA ITM(poBOro mupa Tpedyer coOJto/ieHus MpaB Ha
VHTEIJIEKTYAJIbHY IO COOCTBEHHOCTb. Tepmun «UHTEJUIEKTyaJIbHas
COOCTBEHHOCTB» OTHOCHUTCSI K Pa3JUYHBIM TBOPEHHUSAM YEJIOBEUYECKOIO YyMa,
HAayuHas C HOBBIX M300pPETEHHI W 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha
IPOJYKTHI M YCIYTH , U 3aKaHYuBasg KHUTamu, pororpadusmu, KHHOPHUIbMAMHU U
MYy3bIKQUIBHBIMU ~ TIPOM3BEICHUSIMU. ABTOpPCKHME IpaBa — OTO IIpaBa Ha
WHTEIJIEKTYalIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAyKW, JUTEpaTypbl U
UCKyCcCTBAa. ABTOPCKHME IIpaBa BBICTYHAlOT B KAayeCTBE TapaHTUU TOIrO, YTO
UHTEJUICKTYaJbHBIN/TBOPUECKUI TPy aBTOpa HE OyJeT HalpacHbIM, JAacT €My
CIpaBeJIMBbIE BO3MOKHOCTH 3apad0TaTh HA pe3ysbTaTax CBOEro TPYyia, MOJYyUUTh
U3BECTHOCTh U Tmpu3HaHue. HukTo 0€3 paspenieHus aBTOpa HE MOXKET
BOCITPOU3BOJINTh €ro MIPOU3BE/ICHUE, pacrpoCTpaHATh, nyOJIUYHO
JIEMOHCTPUPOBATh, MPOJIaBaTh, UMIIOPTUPOBATh, MyCKaThb B MPOKAT, MYyOJIUYHO
UCTIOJTHATh, TIOKA3bIBATH/UCIIONHATE B 3Qupe wim pasMeniate B HHTEepHETE.
Hcnonb3oBaHne «IUPATCKOT0» MPOTPAMMHOTO 00ECTICUCHUS MOXKET MPHUBECTH K
MHOTMM PHUCKaM: OT MOTEpPHU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, T/I€ YCTAHOBJIEHHBIM HE JerajibHas nporpamMma. He crout Ttakxke
3a0bIBaTh, YTO CYIIECTBYET JIETaJlibHble M O€CIUIaTHbIE MPOTPaMMbl, KOTOPHIE
MO>KHO HalTH B CETH.
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