[TamsiTka 00 MHPOPMAITMOHHON 6€30MAaCHOCTH 00YYAIOIIHUXCS

HEJIb34

1. Bcem moapsin cooOmarh CBOK YacTHYH HHGoOpMaiuio (Hacrosme uMms, (hamuimro,
tenedoH, aapec, HOMEp MIKOJIbI, a Takke (oTorpadun CBOU, CBOEH CEMbU U IPY3€Ei);

2. OTKpbIBaTh BIOKCHHBIE (ailsIbl 3TIEKTPOHHOM MMOYTHI, KOT/Ia HE 3HACIIh OTIPABUTEIIS;
3. I'pyouts, npuanpaThCsi, OKa3bIBaTh AaBJIEHUE — BECTH ce0s1 HEBEKIUBO U arpeCCUBHO;
4. He pacropspkaiics JeHbramMu TBOEH ceMbH 0€3 paspelieHus CTapiiuxX - BCeraa

CIIpalMBail poJIUTEIICH;
5. He Bcrpeuaiics ¢ VIHTepHET-3HAKOMBIMH B pEAJIbHOM JKU3HU - IIOCOBETYHCSA CO
B3pPOCJIBIM, KOTOPOMY JOBEpSIEIIb.

OCTOPOXHO

1. He Bce numyt npaBay. Yurtaems o cebe Henpasny B MHTepHeTre — coo0mu 06 3ToM
CBOMM POJIUTEIISIM HIIU OTIEKyHaM;

[TpurnamaroTr nepenuchBaThCs, UrpaTh, 0OMEHUBATHCA - IPOBEPH, HET JIU [10/IBOXA;
HezakonHnoe xonupoBanue (aiinos B IHTepHETE - BOPOBCTBO;

Bceerna pacckasbiBail B3pociibIM 0 po0sieMax B CETH - OHHU BCEr/la IIOMOTYT;

Hcnonp3yil HacTpoilku O€30MaCHOCTM M TNPUBATHOCTH, 4YTOOBI HE MOTEPSATh CBOU
AKKayHTbI B COLIMAIBbHBIX CETAX M JPYTUX MopTaax.

arwnN

MOXHO

YBaxai Ipyrux Mojab30BaTeseu;

[Tonb3yembest THTEpHET-UCTOYHUKOM - JieJIall CChUIKY Ha HETO;

OTKpbIBaii TOJILKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

OO01maTecsl 3a MOMOIIBIO B3POCIBIM - POAMTENTH, OMEKYHbI U aJMHHHUCTpAIMs CaHTOB
BCETJ1a MIOMOT'YT;

5. Tlpoiinu obydenue Ha caiite «CEeTeBUYOK» U MOIYYH MACHOPT IUPPOBOTO rpakjaHIHA!

NS

NudopmanuonHas nmamsiTka Ui oOydamommxcsl AJsi pa3MelieHHs] HA oQUUIHUAIbHBIX
HNHuTepHeT-pecypcax

C xaxabIM roJIoM MOJIOJIE’)KM B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJBbHUKHA OJTHU U3 CaMbIX
aKTHBHBIX mojab30Barened PyHera. Mexay TeMmM, IIOMHMO OTPOMHOIO  KOJWYECTBA
BO3MOXKHOCTEM, UHTEpHET HeceT W MpoOeMbl. DTa MaMsATKa J0JDKHA MMOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

KoMnbrorepHblie BUPYCHI

KoMmnproTepHslil BUpYC - 3TO Pa3HOBUJHOCTH KOMIBIOTEPHBIX NPOTpamMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOpPOH SBISIETCS CIMOCOOHOCTh K PasMHOXKEHHIO. B jomoiHeHune K 3TOMYy,
BUPYCHl MOTYT TMOBpPEAMTh WJIM TIIOJHOCTBIO YHUYTOXUTH Bce (Qailibl M JaHHEBIE,
MOJKOHTPOJIbHBIE MOJIH30BATEN0, OT UMEHU KOTOPOro OblIa 3aIyleHa 3apaEHHas IporpaMma,
a TakXke TMOBPEIUTh WIM JIa)Ke YHUYTOXXUThH ONEPAllMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
1esioM. B GonbIIMHCTBE CilyyaeB pacpoCTPaHsIOTCS BUPYChI Uepe3 HHTEPHET.

MeToas! 3alIUThI OT BPCAOHOCHBIX IPOTrpaMM:



1. Hcnonb3yli COBpEMEHHBIC OIEPAIIMOHHBIC CHCTEMbI, MMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX MPOrPaMM;

2. TlocrossHHO ycraHaBiuBail mnadytu (UMGPOBBIE 3aIIaTKH, KOTOpPbIE aBTOMATUYECKH
YCTaHABIMBAIOTCA C LEJbI0 JOpa0OTKUM MHPOrpaMMbl) U Jpyrue OOHOBIIEHUS CBOEH
OTepanMoHHoON cructeMbl. CKayuBail UX TOJBKO ¢ OQUIIMAIBHOTO caiiTa pa3zpaboTdnka
OC. Ecnu cymiecTByeT peskuM aBTOMAaTUYECKOT0 OOHOBIICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEpPE O] IIPAaBAMHU I10JIb30BATEIA, @ HE aJMHHHUCTpaTOpa. DTO
HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM MHCTaUIMPOBAThCS Ha TBOEM
[IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTHUBUPYCHBIE MPOTPaMMHbBIE MPOIYKTHl H3BECTHBIX IMPOU3BOJIUTENEH, C

aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

Orpannyb pU3NYECKUI TOCTYN K KOMIBIOTEPY JJIs1 HOCTOPOHHUX JIMIL;

Hcnonp3yii BHEUIHHE HOCUTENH WH(GOpPMAIMM, TaKWe Kak (Qiemka, AUCK uiu (aitn u3

MHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (hailibl, MOJIydYCHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpBIE MPHUCIIAT TBOM 3HAKOMBIN. Jlydille yTOUHU Y HEro, OTIPABIISI JIU OH
Tebe ux.
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Ceru W1-FI

Wi-Fi - aT0 He Buj nepenayn JaHHBIX, HE TEXHOJOT WS, a BCEro Jiuiib Open, Mapka. Emge B 1991
rojy HHJIEpIaHjAcKas KommaHus 3apeructpupoBana Opennx «WECA», uyro o6o3Hauano
cioBocouetanue «Wireless Fidelity», koTopblii epeBOIUTCS KaK «OeCIPOBOIHAS TOUHOCTBY.

Jlo Hamiero BpeMeHH JOlUIa Jpyras abOpeBuarypa, KOTopasl SBISETCS TAKOW YK€ TEXHOJIOTUEH.
Oto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue ObLTO AaHO ¢ HAMEKOM Ha CTaHIAPT BBICIIUI
3ByKOBOM TexHuku Hi-Fi, 4To B mepeBoie 03HaYaeT «BBHICOKAs TOYHOCTHY.

Ja, OecrmaTHBIH HMHTEPHET-IOCTYNI B Kade, OTENsIX W adporoprax SBISETCS OTIMYHOU
BO3MOYKHOCTBIO BBIXO/1a B HHTEpHET. HO MHOTHE 3KCIEPThI CUUTAIOT, YTO 00IIemocTymHbie Wi-
Fi cetu He sBISIIOTCSA 0€30MMACHBIMU.

Cogertsbl 10 Oe30macHOCTH paboTe B oO1ienoctynHbix cetsax Wi-fi:

1. He nepenagaii cBoro nuuHyro nH(Gopmaruio yepes odmenoctymnubie Wi-Fi cetn. Pabotas
B HHX, JKEJIATEIbHO HE BBOJIUTH MAPOJIU JOCTYTIA, JIOTUHBI U KaKUe-TO HOMEpa;

2. Vcnonp3yit 1 OOHOBISAH aHTUBUPYCHBIE MPOrpaMMbl U OpaHamaysp. TeM caMbIM Tbl
obe3omnacuiib ce0s OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. Tlpu wucnonp3oBanuu Wi-Fi otkimroun  gyHkmuo  «O0mmii  moctyn K - ¢aiiam  u
npunTepam». JlanHas GyHKOHMS 3aKkpeiTa [0  YMOJYAHHWIO, OJHAKO HEKOTOPHIE
M0JIb30BATEIN aKTUBUPYIOT €€ 17151 y100CTBa HCIOIb30BaHuUs B paboTe miu y4eoe;

4. He wucnonb3yit nyOamunbsiii WI-FI i nepenaum nu4HBIX JaHHBIX, HapuMmep JUIs
BBIX0/Ia B COIIMAJIbHBIE CETH UJIH B AJIEKTPOHHYIO MOYUTY;

5. Hcnonp3yit Tonmpko 3ammineHHoe coeauHeHue depe3s HTTPS, a me HTTP, T.e. mpm
Habope BeO-apeca BBOM UMEHHO «https://»;

6. B moOmibHOM Tenedone otkimoun GpyHkimo «[logkmouenne k Wi-Fi aBToMaTHueCcKmy.
He nmomyckaii aBTOMaTtu4eckoro MOJKIOYEHUs: yctpoictBa kK ceTsim Wi-Fi 6e3 TBoero
corjacusl.

ConmanbHble CETH



CoruanbHble CETH aKTMBHO BXOJST B HAIIy JKW3Hb, MHOTHE JIOAW PAOOTAIOT W KUBYT TaM
nocTosiHHO, a B Facebook yxe 3aperucTpupoBaH MWILIMApI YEIOBEK, YTO SBISIETCS OJHOM
CelIbMOM BCEX KHUTeNed IIaHeThl. MHOTHe MOJb30BaTeId HE MOHUMAIOT, YTO HHGopMaius,
pa3MeIlIeHHass UMU B COIMAJIbHBIX CETAX, MOKET ObITh HaliJleHa U UCIOJIb30BaHA KEM YrOJIHO, B

TOM YHCJIe HE 00513aTeNbHO ¢ OJaruMu HaMEepEHHUSIMH.

OCHOBHBIE COBETHI 10 0E€30IIaCHOCTH B COLUAJIbHBIX CETAX:

1. Orpannub crnmcok apy3ei. Y TeOsS B Jpy3bsiX HE JIOJDKHO OBITh CIYYalHBIX H
HE3HAKOMBIX JIHOJIEH;

2. 3ammiail CBOIO 4aCTHYIO JKU3Hb. He yka3wiBaii mapoinu, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUS U JIPYT'YI0 JUYHYIO HH(OpManuio. 310yMBIIUIEHHUKH MOTYT HCHOJIb30BaTh
Jake MH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEIN TUIAHUPYETE MPOBECTH KAaHUKYIIbI,

3. 3amminai CBOIO peryTaluio - Iep>KU €€ B YUCTOTE U 3a/aBail ce0e BOmpoc: XOTen Obl ThI,
4TOOBI IPYTHe MOJIb30BAaTEeNN BUACIH, YTO ThI 3arpyxaemib? [logymaii, mpexae yem urto-
TO ONyOJIMKOBATh, HAMIUCATh U 3arPY3UTh;

4. Ecnu Tl TOBOPHUILB C JIOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE pealbHOE UMS U
JIPYTYIO JTHUYHYIO HH(POPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO yueObl U MpoUee;

5. WMsbGerait pasmenienus gororpaduii B UHTEpHETE, TIe T H300paKEH HA MECTHOCTH, I10
KOTOPOW MOHO OIPENEIUTh TBOE MECTONOI0KEHHUE;

6. Ilpu peructpamyu B COIMAIBHONH CETH HEOOXOAWMO HCIIONB30BATh CIOXHBIE MAPOJIH,
cocrosiue u3 OyKB ¥ QP U C KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jlns coumanbHOM CeTH, MOYTHl M JPYTUX CalTOB HEOOXOJHMMO HCIIOJIb30BaTh pa3HbIE
naponu. Torna eciau TeOsi B3IIOMAIOT, TO 3J0YMBIIUIEHHUKH TOTy4YaT AOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Ccpa3y.

DNIEKTPOHHBIE JICHBI U

ONEKTPOHHBbIE JI€HBI'M — 3TO OYeHb YJOOHBIM croco0 IuIaTexeil, OAHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh OTU ACHBIU.

3J'I€KTpOHHBI€ JCHbI'M IIOABUJIIMCh COBCEM HCAABHO MW HWMCEHHO MH3-3a 3TOT'O BO MHOI'MX

rocyaapCTBax A0 CHUX ITOP HEC NPOMHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHUPYIOT U O HUX YK€ IPOMHUCAHO B 3aKOHE, IJIe UX pa3/eisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOPBIX pa3peliaeTcss MpOBOJUTH oOmepanuu 0e3 WASHTHU(PHUKAIMK [OJb30BaTess, a B He

AHOHUMHBIX I/II[eHTI/I(l)I/IKaHI/II/I II0JIB30BATEIS SABJIICTCS 0053aTEIBHOM.

Taxoke cienyer pa3inyarh NEKTPOHHbIE (PUATHBIE I€HBIU (PABHBI TOCYIaPCTBEHHBIM BaJIIOTaM)
U DJIEKTPOHHBIE HE (pUaTHBIE IEHbIY (HE paBHBI FOCYIAPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI IO O€30IAaCHOM paboTe ¢ ANEKTPOHHBIMH J€HbIaMH:

1. TlpuBsku K cueTy MOOMIBHBIH TenegoH. DTO caMblii y1OOHBIH M OBICTPBIA crocod
BOCCTaHOBUTH JIOCTYI K cyeTy. [IpuBsi3aHHbIi TenedoH MoMoxeT, eciau 3a0yaemb CBOH
MJIATEKHBIN MapOJIb UM 3aiIeNTh HAa CAUT C HE3HAKOMOTI'O YCTPOICTBA;

2. Hcnonp3yit onHopazoBble nmaposiu. Ilocie mepexosia Ha yCHIIEHHYIO aBTOpH3alUIO0 Tede
y’Ke He OyZeT yrposkaTh OMAaCHOCTh KPa)ky WIIM TIepexXBaTa IJIaTeHOTO IapoJis;

3. Bribepu croxublii maposs. [lpecTynHukam OyaeT He MPOCTO yrajiaTh CIOXKHBIM Hapoib.
HanexxHbple mapoiim — 3TO Mapoii, KOTOPbIE COAEPKaT HE MEHee 8 3HAKOB M BKITIOYAIOT



B ce0s1 CTPOUHBIC M MIPOMHUCHBIE OYKBBI, IU(PBI U HECKOIBKO CUMBOJIOB, TAKUE KAaK 3HAK
noJutapa, pyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
4. He BBOIM CBOM JIMUHBIC JJAHHBIE HA CAliTaX, KOTOPBIM HE JIOBEPSCILb.

:‘)J'IeKTpOHHaH modyra

OJeKTpOHHAs MOYTa — 3TO TEXHOJOTUS M HPEIOCTaBIsEMBbIE €10 YCIYTd IO IEepPEeCchUIKE U
HOJYYEHUIO SJIEKTPOHHBIX COOOLIEHHMH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ DJIEKTPOHHBIM  IMOYTOBBIM  ANIMK  BBIJIIAMT — ClEQyOLMM  oOpa3oMm:
UMs_I0JIb30BaTesI(@uUMsL_AoMeHa. Takke Kpome Iepeaud IpOCTOro TEeKCTa, HMEeTcs
BO3MOKHOCTb IepeiaBaTh (panibl.

OcCHOBHBIE COBETHI 110 6€30MMacHOM paboTe C IMEKTPOHHOM MOYTOM:

1. Hanmo BwIOpaTh NpaBUIIBHBIN IMOYTOBBIA CepBHC. B MHTEpHETE €CTh OTPOMHBIA BBHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHMCOB, OJHAKO Iy4llle JOBEPSITh TEM, KOrO 3HACUIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yxa3piBaii B JHW4YHOW moure NTUYHyK HH(popmManuto. Hampumep, mydiie BbIOpaTh
«My3BIKaIIbHBIN _(paHaT@» wim «pok2013» BmecTo «remal3;

3. Hcnonp3yil IBYXdTamHyH aBTOPHU3ALMIO. DTO KOrJa MOMHMO Mapojs HYXKHO BBOJIUTH
KO/, TpUChlIacMbiil 1o SMS;

4. BpiOepu ClOXHBIA Taposb. s KakIOro IMOYTOBOTO SIIWKA JOKEH OBITh CBOU
HAJCKHBIN, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXXHOCTH HAaIlMCaTh CaMOMY CBOM JMYHBIH BOIPOC, HCIONB3YH ATY
BO3MO>KHOCTb;

6. Hcnonb3yli HECKOJBKO TMOYTOBBIX SIIMKOB. [lepBbIii [Uis YacTHOW TEPENHCKH C
ajZipecaTaMH, KOTOPBIM ThbI JIOBEpsi€lllb. JTO JIEKTPOHHBIM apec HE Ha/l0 UCIOJIb30BaTh
[IpU perucTpanuu Ha popymax u cairax;

7. He oTkpbiBaii (ailyiel 1 APyrre BIOKEHUS B MUCbMaX Ja)Ke €CIIM OHHM IPUILTH OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIHA JIU OHU TeOe 3TH (aiiisr;

8. Tlocne oxoHuaHusi pabOTHI HAa MMOYTOBOM CEpPBUCE TEPEN 3aKPBITUEM BKIAJKUA C CANTOM
He 3a0y/b HaKaTh Ha «BBIATHY.

KI/I6ep6y.]'IJ'II/IHF HJIN BUPTYAJIbHOC U3ACBATCIILCTBO

KubepOyiimMHr — TIpeciiefioBaHUE COOOIICHUSMH, COJCPXKAIUMH OCKOPOJICHHUS, arpeccuro,
3alyTUBaHKE; XYJIUTAHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C MOMOINBIO Pa3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 O0PBOE ¢ KNOEPOYIUTMHIOM:

1. He Opocaiicsa B 00ii. JIyumuii cmoco6: mOcOBETOBATHCS Kak ce0sl BECTU U, €CIIH HET TOTO,

K KOMY MOXXHO OOpaTWUThCS, TO BHAdaje YCIOKOUThCSA. Eciu Thl HayHeIb OTBeYaTh

OCKOpOJIEHUSIMU Ha OCKOPOJIEHHMSI, TO TOJIBKO el1le 0O0JIbIIe pa30XKellb KOH(IINKT;

VYmpasinsii cBoeil kubeppermyTaiuei;

3. AHOHMMHOCT, B ceTd MHHMas. CyIIECTBYIOT CIOCOOBI BBISICHHTH, KTO CTOUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJUTaHCKUN oOpa3 BUPTYyaJIbHOM XH3HU. VIHTEpHET (QUKCHUpYeT Bce
TBOM JICHCTBUS M COXpAHSET UX. Y AAUTh UX OYyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. ColOmromail cBOM BUPTYAJIbHYIO YECTh CMOJIONY;

N



6. WrHopupyil enuuuuHblii HeratuB. OHOpPa30BbIE OCKOPOUTENBHBIE COOOIEHHS JIydllle
urHopupoBaTb. OOBIMHO arpeccusi MpeKpanaeTcst Ha Ha4albHOW CTaaNu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIICHHSMH, B COIMAJIBHBIX
CETSAX €CTh BO3MOKHOCTH OJIOKMPOBKHU OTIPABKH COOOIICHHI C ONPE/ICIICHHBIX aJPECOB;

8. Ecnu 11 cBUAeTens kubepOyuinHra. TBOM NEeHCTBHS: BHICTYIIUTh IPOTUB

IIpecieioBaTesl, MoKa3aTh €My, YTO €ro JACHCTBHUS OLEHUBAIOTCS HETaTUBHO, IOJJEPKATh
KEpPTBY, KOTOPOH HYXKHA TIICUXOJOrMYeCcKass IIOMOIb, COOOIIUTH B3pOCIBIM O (aKTe
arpecCUBHOIO MTOBEICHUS B CETH.

MoOunbHbIi TenedoH

CoBpemenHble cMapTHOHBI U IJIAHIIETHI COAEPKAT B ceOe BIOJHE B3pOCIbIA (YHKIMOHAM, U
Ternepb OHM MOTYT KOHKYPHPOBaThb CO CTAallMOHAPHBIMHM KoMIlbloTepamu. OJHaKo, CpenCcTB
3alUTHI ISl TOJIOOHBIX YCTPOMCTB MMOKa O4YeHb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEH B
HUX TPOUCXOJIUT HE Tak HMHTEeHCUBHO, Kak ans IIK, To e camoe KacaeTcss U MOOWMIIBHBIX

IIPUIIOKEHUN.

CoBpeMeHHBIE MOOMIIbHBIE Opay3ephl yKe NPAaKTUYECKH JTOTHAIN HACTOJIBHbBIC aHAJIOTH, OJHAKO
pacupenue (GyHKIMOHAJIa BIIeUeT 3a cO00 OOJIbIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILIEHHOCTb.

,Z[aJIGKO HEC BCC IMPOU3ZBOAUTCIIN BBIITYCKAIOT 06HOBJICHI/I$I, 3aKPBIBAOIINEC KPUTUYCCKUC
YA3BUMOCTHU [UIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JIsi 0€30MaCHOCTH MOOMIIBLHOTO TeneoHa:

1. Hwuuero He siBiseTCs MO-HAcTOseMy OecriaTHbIM. Byab ocTOpokeH, Beab Korjaa Tebde
npeyiaratloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKpBITHI KaKHe-TO IUIATHBIC
ycayru,

2. Nymaii, pexxae 4em oTnpaBuTh SMS, ¢oto wim Buaeo. Thl TOUHO 3HaeUIb, II€ OHH

OyAyT B KOHEYHOM UTOTE?

Heo6xoa1Mo 0OHOBIIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

Vcnonb3yit aHTUBUPYCHBIE ITPOrpaMMBbI JIIsI MOOUJIBHBIX TeNE(OHOB;

How

5. He 3arpyxail npuiokeHusi OT HEM3BECTHOTO HWCTOYHMKA, BEAb OHM MOTYT COJIEpXKaTb
BPEIOHOCHOE MPOrpaMMHOE 00€CIIeYEeHUE;

6. Ilocime Toro kak THl BbIJEIIb C caiiTa, Iie BBOAWI JMUHYIO MH(OpMaIuio, 3aiiiu B

HACTpOWKK Opay3epa u yaanu COOKIes;

[Tepuonuyecku npoBepsiii Kakue MaTHbIe yCIyry aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. Magaii cBOMf HOMEp MOOMIIBHOTO Telle()OHA TOJIBKO JIFOISIM, KOTOPBIX THI 3HACIIH U KOMY
JIOBEpsICLIb;

9. Bluetooth nomkeH OBITH BBIKITIOUYCH, KOTJA Thl MM HE MOJb3yelbes. He 3a0biBail nHOTIA
IIPOBEPSTH 3TO.

~

Online urpsr

COBpeMeHHLIC OHHaﬁH-HPpBI - 9TO KpPaCOYHBIC, 3aXBaTbIBAOIIUC PA3BJICYCHU, OGBGJII/IH}IIOIJ_II/IG
COTHHU TBICAY YCJIOBCK 10 BCCMY MHPY. I/IFpOKI/I HUCCICAYIOT JIaHHBINA UM MUp, 06H_[8.IOTCH Apyr C
APYroM, BBIMIOJIHAKOT 3aJlaHusA, CPpaKaA0TCA ¢ MOHCTpaMH W IOJIYYAarOT OIIBIT. 3a YAOBOJILCTBUEC
OHHU IIJIATAT: IMOKYIAT AUCK, OIIJIaYUBArOT a0OHEMEHT WJIH an/I06peTa}0T KaKue-TO OIIHH.



Bce st cpencta uayT Ha MOAJEp)KAaHHE M PAa3BUTHE WUIPHI, a TAKXKE HA caMy O€30MaCHOCTH:
COBEpIICHCTBYIOTCA CHCTEMbI aBTOPH3allMH, BBIMYCKalOTCS HOBbIe MaTuu (Iu(POBbIE 3aIJIaTKU
JUIsL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTHU CEPBEPOB.

B HO,I[O6HBIX Hurpax CTouT oIacaTbCsa HE CTOJIBKO CBOHUX COIICPHHUKOB, CKOJBKO KpPa>XH TBOCTO
napoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3allUA 0OIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bezer ceOs II0X0 UM cOo3AaeT Te0e HENPUATHOCTH, 3a0I0KUpPYil ero
B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMHHUCTpATOpPaM UTPHI HA IJIOXO€ MOBEJCHHE ATOT0 MIPOKA, JKEIATEIBHO

IIPWIOKUATH KaKHE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3biBaii muunyto nHpopMaiuio B mpodaiiie urpsl;

VYBaxkail Apyrux y4acTHUKOB IO UTPE;

He ycranaBnuBaii HeoumanbHbIe TATYH U MOJIBI;

Hcnosnp3yil CII0KHBIE U pa3HbIE 1apOJIH;

Jlaxe BO BpeMsl WIpPbl HE CTOMT OTKJIIOYAaTh aHTUBUPYC. lloka Tl Wrpaems, TBOU

KOMIIBIOTEP MOT'YT 3apa3UTh.

No ko

dumuar Kpaxa JUYHBIX TaHHBIX

OOBIYHOM Kpaxceﬁ ACHCI U JOKYMCHTOB CCTOAHA YK€ HHUKOIO HC YAUBHIIb, HO C PAa3BUTUCM
I/IHTepHeT'TeXHOHOFI/Iﬁ 3JIOYMBINIJICHHUKH TIEPEMCCTHUIIMCE B  HUHTCPHCT, W MPOAOJIKAKOT

3aHUMATBCS JTFOOMMBIM)» JCIJIOM.

Tak nosiBUIach HOBasi yrpo3a: HHTEPHET-MOIICHHHYESCTBA WM (PUIIMHT, TJIaBHAs 11e7b KOTOPOTO
COCTOMT B TOJIy4CHUU KOH(HICHIIMATBHBIX JaHHBIX I0JIb30BATENICH — JIOTMHOB U napoJeii. Ha
aHrmiickoMm si3bike phishing unraercs kak ¢ummar (ot fishing — peioHas joBs, password —
apoJib).

OcHOBHBIE COBETHI IO 6OpbOE ¢ HUITMHTOM:

1. Cnenmu 3a cBOMM aKkkayHTOM. Ecii TBI 10/103peBaeIib, YTO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak
MOXKHO CKOpEE;

2. Hcnonp3yii O6e3onacHble BeO-caiiThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB M MOUCKOBBIX
CHUCTEM;

3. Hcnonw3yii cinoxHble W paszHble maposu. Takum oOpazom, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKH T10JIy4aT JTOCTYI TOJIKO K OAHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebst B3IOMalM, TO HEOOXOIUMO IMPENyNpeuTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE

no0aBJeHbl y Te0s B IPY3bsX, O TOM, UTO TeOs B3JIOMaIH U, BO3MOXHO, OT TBOETO UMEHU

OyzeT pacchUIaThCs ClIaM U CChUIKU Ha (DUIIIMHTOBBIE CAMTHI,

VYcranosu HagexHbi mapois (PIN) Ha MOOMIIBHBIHN TenedoH;

OTKITI04M COXpaHEeHue MapoJst B Opaysepe;

7. He otkpsbiBail daiinbl 1 Jpyrue BIOKEHHS B MUCbMaxX Ja)Ke €CIM OHU MPHIILIN OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 9TH (paitibl.

o o

[Mudposast penyranus



[ludpoBass pemyramust - 3TO HEraTHBHAas WM TO3UTHUBHAs HMHQpOpManus B ceTH O Tebe.
Komnpomerupytomas uHpopMmanusi pa3MelleHHass B MUHTEPHETE MOXKET Cepbe3HBIM 00pazoM
OTpa3UThCs HAa TBOEW peanbHOU )u3HH. «l{udpoBas pemyrarus» - 3T0 TBOH UMHK, KOTOPBIN
dopmupyercst u3 unpopmaru o Tede B MHTEpPHETE.

TBoe mecTo KUTCJILCTBA, yqe6H, TBOC (bHHaHCOBOC ITOJIOKCHUC, 0COOCHHOCTH XapakTepa u
pacckasbl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CCTH.

MHorre MOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K IyOJUKAlMW JUYHONH WHPOpMaluu B
WNurtepHeTe, HE MOHMMAas BO3MOXHBIX NOCHEACTBUM. Thl 1ake HE CMOXKEIIb 10ragaThCsa O TOM,
yTto pororpadus, pazmerieHHas 5 JeT Ha3a/l, CTala MPUINHON O0TKa3a MPUHATH TOs Ha padoTy.

KommenTapuu, pa3menienne TBoux Gortorpaduii U qpyrue ASWCTBUS MOTYT HE HCUE3HYTh JaKe
[IOCJI€ TOTO, KaK Thl MX YAAJIHUIIb. Thl HE 3HACIIb, KTO COXPAHWUI 3Ty MHPOPMALUIO, ToNaia JIu
OHa B TIOMCKOBBIC CHCTEMBl M COXpaHWJACh JH OHA, a IJIABHOE: YTO NOAyMAalT O Tebe
OKpYKAroIIee JIF0JIM, KOTOPhIe HAWAYyT U yBUAAT 3To. HaliTh mH(pOpMAHMIO MHOTO JIET CITYCTS
CMOJET JII000H - Kak M3 J00phIX NMOOYKIEHHM, TaK U C HAMEPEHHEM INPUYUHUTH Bpea. DTO
MOYKET OBITh KTO YI'OJHO.

OcCHOBHBIE COBETHI 110 3aLIUTE LU(PPOBON pemyTanuu:

1. Tlomymaii, mpexae YeM 4YTO-TO MYOJIMKOBAaTh W TieperaBaTh y ceOs B Oiore wim B
COIIMAILHOM CETH,

2. B nacrtpoiikax npoduisi yCTaHOBU OTpaHUYEHHS HAa MPOCMOTP TBOETO HMPOGUIs U €ro
COAEPKUMOTO, CAETAN €ro TOJBKO IS IPY3Eh»;

3. He pasmemaii u He yka3biBail HH(OPMAIIKIO, KOTOPasi MOKET KOro-1100 OCKOPOISATH WK
00MKATh.

ABTOpCKOC IpaBo

CoBpeMeHHbIE HIKOJIBHUKU- aKTUBHBIE II0Jb30BaTENM IU(PPOBOro mpocrpaHcTa. OJHAKO
JTAJIEKO HE BCE 3HAIOT, YTO IMOJIb30BAaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJIIOJICHHS ITPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMUH  «MHTEIJIEKTyalbHasi COOCTBEHHOCTb» OTHOCHUTCSI K  PAa3JIMYHbIM  TBOPEHHSIM
4eJ0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pEeTeHUH 1 3HaKOB, 0003HAYAIONIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMU U

MY3bIKaJIbHBIMU ITPOU3BCACHUSAMU.

ABTOpCKI/Ie IpaBa - 3TO IIpaBa Ha UHTCIJICKTYAJIbHYIO COOCTBEHHOCTh Ha MIPOU3BCACHUS HAYKU,
JIATCPATYpbl U HCKYCCTBA. ABTOpCKI/Ie IpaBa BBICTYIAKOT B Ka4YCCTBC TIapaHTHUH TOI'O, YTO
I/IHTGJ'IJ'ICKTy&J’IBHBIfI/TBOp‘-ICCKHIZ Tpyd aBTOpa HC 6y,[[CT HalpacHbIM, O4CT MY CIHPABCIJINBBIC
BO3MOXHOCTHU 3ap360TaTL Ha pe3yJibTaTaXx CBOCTO TpyJdad, IMOJIYYUTH U3BCCTHOCTb U IMPHU3HAHUC.
Huxkro 6e3 pa3pcuicHud aBTOpa HE MOKET BOCIIPOU3BOJAUTL €TO ITPOU3BCACHUC, PACTIPOCTPAHATD,
HY6J'II/111HO ACMOHCTpUPOBATh, IIpOAaBaTb, HMIOPTUPOBATH, IIYCKAaTb B IIPOKaAT, HY6HI/I‘-IHO

HUCIIOJIHATH, IMOKAa3bIBATh/UCIIOIHSITE B 3(1)1/Ipe WJIK pasMellaThs B I/IHTepHeTe.

Hcnons3oBanne «IHUPATCKOTO» MPOTrpaMMHOI0O o0ecreYeHnsT MOMKET MMPUBECTH K MHOI'UM

pucCkamM: OT HNOTECPHU JAHHBIX K TBOUM aKKayHTaM [0 6J'IOKI/IpOBKI/I TBOECTO YCTpOﬁCTBa, rac



YCTAQHOBJICHHBII He JierajgpHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET

JerajibHble U OeCIIaTHBIE TPOrPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.
O noprane

CereBu4oK.p( - TBOM TJIABHBIN COBETYHK B CETHU. 3/1€Ch Thl MOXKEIIh Y3HATh O 0€30MaCHOCTH B
CEeTH TOHSATHBIM M JIOCTYNHBIM S$I3BIKOM, a IPU BO3HUKHOBEHMHM KPUTHYECKOM CHUTyalluu
0o0paTHThCS 32 COBETOM. A TakKe MPUHATH y4acTHE B KOHKYpPCAaX M CTaTh CaMbIM ITU(POBBIM
rpaxaHuHOM !



